HH®OPMAIINA
0 HOIYISPHBIX CIIEHAPUIX MONIEHHUYECTBA ¢ HCIO0Ib30BaHUEM IU(DPOBBIX TEXHOIOTHI
U PEKOMEHIYEMBIX HHCTPYMEHTaX 3aIlUThI

Kubeparaku Ha KOMITaHHH, (akTeI
AUCTAHIIHOHHBIX XHWINeHHH [eHe/KHbIX CPeICTB Y
rpaxkigad  (QUKCHpPYIOTCS BCe dalle, IIpH 3TOM
KpUMHHAJIbHBIE CXE€Mbl, B TOM YHCI€ IO BBIBOAY
HE3aKOHHO  TIOJY4E€HHBIX  JI0XOJIOB, IOCTOSIHHO
MEHJIOTCSI. 3a MoclefHHe IATh JeT KOIHYeCTBO
MIPOTHBOIIPABHBIX JESHHI B YKa3aHHOI cdepe B HeIoM
no Poccun Bo3pocio B JBa pa3a M ceifdac COCTaBIIIET
TPETh OT BCEX 3aPETHCTPHUPOBAHHBIX IPECTYILICHHII. :
Bospite MOMOBHHBI M3 HHX OTHOCHTCA K KAaTeTOPHH TAKKHX M 0CO00 TSLKKHX. OCHOBHOPI MaccHB
MPUXOJUTCS Ha KPaKU U MOIIICHHUYECTBA.

IIpoucxomaT yTeYKH MepPCcOHAJBHBIX JAHHBIX, KOTOpPhIe HCIIONB3YIOTCA U1 (JOPMHPOBAHUS TaK
Ha3bIBa€MBIX «ITH()POBEIX IIOPTPETOB» B IPOTHBONIPABHEIX IeafX. OTMeuaeTcs pocT KHOepXHIIEHHI,
CBA3aHHBIX C MPHMEHEHHEM METOJIa COIMAIbHON WHXKEHEPHH, KOTJla TpaklaHe, KaK IpaBUIIoO,
MIEHCHOHHOI'O BO3pacTa, caMH COOOINIAIOT CBejleHHd O cede JHIaM, IIpeICTaBISIONINMCS COTPYIHHKaAMHI
TOCy/lapCTBEHHBIX OpPraHOB MJIH OaHKOBCKOTO cekropa. Camble pacIpoCTpaHEeHHBIE CIIOCOOBI
HEIIPaBOMEPHOTO 3aBJIaJieHIS JeHEeKHBIMH CpeJICTBaAMHU COIPSLKEHBI ¢ co3/laHieM (DanblIMBBIX CaliTOB, a
TakoKe MOMydeHHeM JIOCTyIa K KOH(GHICHITHATISHBIM JaHHBIM I10JIb30BaTeIel.

B OCHOBHOM Takas BapHaTHBHOCTh peaJH3allHi MPecTYIHBIX HaMepeHHI HCXOIUT H3-3a pydexa,
BKIIOYas KOJI-IIeHTPbl, HaxoJsdmMecsi Ha TeppHTOopHH YKpamHbl. Kpome TOro, KHEBCKHMH
CHelcIy:k0aMH  HCHOJB3VIOTCA CXeMbl 3allyTHBaHUS JKePTB  HECYHIECTBYIOIIHM  YTOJOBHBIM
MpecieoBaHUeM IHOO JI0JTOBOH (DHHAHCOBOI 3aBHCHMOCTBIO. OTO 3aKaHIMBAeTCSI COBEpIIEHHEM
MOCIIEAHUMH IIpecTyILUIeHHIT MPOTHB oOmiecTBeHHON Oe3omacHocTH. MUTYpaHTaMH IO TaKHM JielaM
HEpPEeIKO CTAHOBATCS BBICOKOOOpa3oBaHHBIE JIFOAHM, KOTOpble caMH IIpH3BaHbBl  (popMHpOBaTh
3aKOHOIIOCIYITHOE TOBEICHHE.

g, Kaxk mokasano cobcTBeHHOe HccleI0BaHHe TPYIIIIBI
F"p“‘ / 1 . KommaHuil «COep», mpoBeaénHoe B 2023 rony, Ha
VKpanse JieficTBOBaTO Ooiee THICAIH MOIISHHHIECKUX
KOJUI-IIEHTPOB, B KOTOPBIX 3ajeicTBOBaHO mopsaka 100
Thicsd 4eioBeK. [IpumepHo 300 TakuX KOJUI-LIIEHTPOB
coCpeIoTo4YeHHI B JIHEIpe — TaK Ha3bIBaeMOI «CTOIHIIE»
TenedoHHOTO MomleHHHIecTBa. ITo jlaHHBIM Oamka, 92%
3BOHKOB IIPECTYIIHUKOB HaIpaBieHbl Ha Poccuro, a
octaBmecs 8% TMOIYYalOT JKUTEIH JPYTUX CTpaH,
npeumyiiectBeHHo Ilonbmm, I'epmannn nm KasaxcraHa.
JloxoBI WIIYT Ha JTHYHOE oOoramieHe 1 3aKyIKy BoopykeHus mpoTuB Poccum.

OobnapyxeHnas «COepoM» 0a3a JaHHBIX ITOKaszajda, 49T0 212 KOJUI-I[EHTpOB (Ha TOT MOMEHT)
VIPaBASLIHCh TpPeMS TOJOBHBIMH IIeHTpaMH II0 MoJedH (paHIIH3bl, a HHQPAcTpyKTypa I HX
NedaTelIbHOCTH  cocpenoroueHa B  Hmujmepmanmax u T'epmadun. IIpecTymHHKH — HCHOJIB3YIOT
npodeccuonanbaple  CRM-cHcTeMBl U141  YIpaBlIeHHS 3BOHKaMH H (UKCHPYIOT B HHX CYMMBI
YKPaJIeHHOTO.

CpenHuil KOLT-IIeHTp mnoxumiaeT 40 THICSY JOIApOB B MeCSll, a COBOKYIHEIN yiiep0d oT
nesTeaIbHOCTH 212 KOJUI-1eHTpoB, pabotarommx mo ¢paxmmse, B 2023 roay moctur 100 MIUTTHOHOB
nowtapoB. TUIIOBOWH KOMI-IEHTpP coBepimaeT 70 Teicd4 3BOHKOB B JIeHb M HacuuTheiBaeT a0 100
«OIEPaTOpPOB» B OJIHY CMEHY.

MOHHTOPHHT MOIIEHHHYeCKHX cXeM M CII0c000B 3alIUThI 0T HUX

YroOsl He cTaTh JKEPTBOH Tene(OHHOTO WIH HHTEpPHET MOIIEHHHYECTBAa HEOOXOIUMO
CBOEBPEMEHHO OTCJIEKHBATh HCIIONB3yeMbIE 3JIOYMBIIUICHHHKAMH MONIEHHHYECKHE CXEMBI, a TaKkKe
mpejyUIaraeMple CIIeMaINcTaMi OaHKOBCKOTO CEKTOpa, IPaBOOXPAHHTEIBHBIX OPraHOB M IOPHCTOB
HHCTPYMEHTHI 3aIIUTHI CBOUX COepeKEeHMUIL.

BamnreMy BHHMaHHIO IIpejTararoTcd Hambojee pacmpocTpaHéHHble B 2022-2023 rojmax Takme
CIICHapHU.
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«Ba/Il0THBIE OTPAHHYEHHSD)

ITocmennne nBa Trojja MOIIEHHUKH 3allyTHBAIH CBOMX IOTEHIMAIbHBIX JKEPTB HE TOIBKO
HECAHKITHOHHPOBAHHBIMU TIepeBOJIaMH IJIH O(OopMICHHEM KpPEIUTOB, HO U IPHUBS3BIBAINCH KO BCEM
HOBOCTHBIM IOBOZiaM. ['oBopwiIn 00 yrpo3e B CBA3U C OTKIOUYEHHEM OT cucTeMbl «CBHDT», 00 yxoje
Visa u Mastercard, o pedurure BamtoThl, 00 yrpose JeHbraM Ha BKIajax, T.e. HCIOJIb30BAIH BCE
BO3MOJKHBIE HH(POPMAITHOHHBIE TTOBOIBI.

MoImeHHUKN 3BOHIIH IOTEHITHAJbHBIM JKepTBaM, IIPeICTaBBIHCh pabOTHHKaMH OaHKOB WM
0OMEHHBIX TYHKTOB M COOOMIaH, YTO €BPO M JOUIapbl BOT-BOT IEPECTaHYT BBIZABATh WIH H3BIMYT U3
obpamenus. JlroasM mpeaiarail MEpeBECTH JEHbBIH HAa HEKUIH «CHEIHATbHBII CYeT», HO JUIL 3TOTO
HY/KHO OBLIO CKa3aTh IO TeledoHYy OAHKOBCKHE JaHHBIE, C IIOMOIIBI0 KOTOPBIX MOIIEHHHKH IIOTOM
MIEPEBOIIIIH CPEJICTBA HA CBOH CUETa.

ITomHuTe, 4TO OaHKH HE 3alpalIHBalOT (HHAHCOBYIO HH(POpMAIUI0 KIHEHTOB IO TeledoHy,
MO3TOMY caMoe Jydlllee pelleHHe B 3TOH CHTyalul — OpocuTh TPYOKY M HAlTH BCIO HH(OPMAIIHIO
caMmocTosTensHO. Y baHka Poccuu HeT M1aHOB H3bIMATh cOEpEKEeHI HU B pyOJIsSX, HU B BaIIOTe.

O60 BceX BATIOTHBIX OTPAaHHYCHHSX MOKHO Y3HaTh Ha caiiTe (PUHAHCOBOTO MapKeTIUleiica
Banku.py, a eciH BO3HHKHYT COMHEHHS, TO INpEkKIe YeM COBEpIIaTh OIEpaIiio, MOKHO YTOYHHTH
HHGOPMAITUIO Ha «TOpsTIeH TITHUHY.

«MoOnIH3anusa

ONHOBpEeMEHHO C HarHeTaHHEeM HCTEpHH O BO3MOJKHONW MOOIUTH3AIIHH pPAaclpOCTPaHAINCH JIBe
CXeMBbI MOIIICHHHYECTBA — ITOJIJIeIbHBIE JOKYMEHTHI 1 (DHIITHHT.

B mepBoM ciIydae B HMHTEpHeTe JaKe IOSBHIINCH CailThl, KOTOPBIE MacKHUPYIOTCS IIOJ BHJIOM
CepBUCOB II0 M3TOTOBIEHHIO JOKyMeHTOB. Kpome Toro, TeM, KOro MOIJIH MOOHMIM30BaTh, IMNCATN B
MecCeH/IKepax ¢ MOXO0KIMH IMPeTOKSHISIMI.

3a MEIUITHHCKYI0 OTCPOYKY IJIH CIPaBKY ¢ «OpOHBIO» MONICHHHKH Ipejlaraln 3aiaTHTs oT 20
Jo 65 ThIc. pybieii. IToce omIaTel MOAIEIBHBIN JOKYMEHT MOTYT He OTIIPaBUTh BOBCE, HO JlaXkKe eCIIH OH
MpHJIeT, II0TH30BaThCA TAKUMH CIIpaBKaMI YTOJIOBHO HaKazyeMo.

Kpome Toro, perncTpupoBalIich CIydan, KOrjia MOIISHHUKH IIPUXOIIIH JOMOI K MOTeHIIHATEHBIM
JKepTBaM SKOOBI ¢ IOBecTKoO#l. UeloBeKy IpejUiaraan 3a JeHBIH He BpydaTh €€, a HHaue MpUIeTcs
ABHTHCSA B BoeHKoMaT. IIpaBja, MaccoBOIl 3Ta MpaKTHKa TaK U He CTala.

B cioydae ¢ ¢punImHroM coOHpamch JIHYHBIE JaHHbIe. Cpa3y mocie o0BSBICHHON MOOITH3AINH B
HHTepHeTe MOsBIUIAch AKOOBI 0a3a JaHHBIX TpakaaH, KOTOPBIX TOCYIapCcTBO IIaHUpPYeT MOOHIN30BaTh.
Ha camoMm jerne moj1o0HOTrO CIHCKA B OTKPBITOM JOCTYIEe HeT. MONIeHHHKH MaHHITYIHPYIOT CTpaxoM U
BBIJIAIOT JIOJKHBIE JIaHHBIE 3a JelICTBUTENIBHBIC, Mpemtaras 3a JEHBIH «HCKIIYEeHHe H3 CIICKOB
MOOMIN30BaHHBIX».

BTopoii MeToA: HaTh CCHUIKY Ha SKOOBI IOJHBIN CIIHCOK, a Ha caiiTe yKe 3allpOCUTh JIHIHBIE
JTaHHbIe H OAaHKOBCKYIO HH(GOPMAIIHIO Y HOTEHIHAIBHOMN KepTBbI. IIepeBONTS JIeHBIH H IIepPeXOIHTh 10
TaKHM CCBIIKAM HE CTOHT.

«MomneHHHYecTBO N0JI BHIOM rocyiapcTBeHHbIX OPTraHOB)»

3TO MHOTOYPOBHEBBIE CXEMBI 3BOHKOB C ydacTHeM SIKOOBI IPaBOOXPAaHUTEIbHBIX OpTraHOB, baHka
Poccnu 1 KpeIUTHBIX YUpeKIeHUII.

Yanie Bcero roBopsAT o Hekoem Oe3omacHoM cuere B I[eHTpoOaHKe, Ha KOTOPHIIT HYKHO CPOUYHO
MePEeBECTH CPEJICTBA, KOTOPhIM SKOOBI TPO3UT XHIlleHHe. Kpome Toro, uist yOeIUTeIbHOCTH TMPHUCHUIAIOT
YeJI0BEKY B MECCEH/DKep IIN Ha 3IEKTPOHHYIO IOYTY JOKYMEHTHI IUIH YIOCTOBEpEHHS C JIOTOTHIIOM H
nedateio banka Poccunu. Takske adepHcThl MOTYT IPHCIAaTh CKaH-KOIHIO 3asBICHHS O 3asSBKE HA KPEIUT
AKOOBI OT JuIa KepTBH ¢ ero OO u nojanensHoi noamichio. Co CTOPOHBI BCe 3TO BHITIIUT O4eHb
npaBaonoo0Ho. Kputideckoe MpIIUISHHE Y AKEPTB IPH HCIIOIH30BAaHHH TAKHX MPHEMOB CHIKAETCA.

ITomaure: Bank Poccuu He paboTaer HampsaMmyio ¢ ¢uamumamn. Ilo cBoeil MHHITHATHBE €r0
COTPY/IHUKH HE€ 3BOHAT TIpaxKJlaHaM, He pacChUIAal0T UM HIIeKTpoHHble mucbMa 1 CMC-cooOnieHus.
Perynstop He 00cnyKHBaeT U He OTKPBIBAET cueTa (hH3IIHII.

B Takumx ciydasx HeoOXOQmMMO cpa’y KIacThb TPYOKy, a TakKe He Ha3blBaThb CBOH JIHYHBIE H
OaHKOBCKHE JIaHHBIE BHE 3aBHCHMOCTH OT TOTO, KaK MPeICTaBIICS YEIOBEK 10 Teae(oHYy.
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«bpa4yHble MOIIEHHHYeCTBA»

C ucmomp3oBaHueM ceTH IHTepHET (IPeHMYIIECTBEHHO Ha caliTaXx 3HAKOMCTB) IMPECTYINHUKH
BBIOHPAIOT KEPTBY, HATAKHBAIOT ¢ HUM 3JIEKTPOHHYIO MEPeICcKy OT HMEeHH JIeBYIIeK, oOemas mpuexarb
C IIETIBI0 CO3JIaHHA B OyAylieM ceMbU. 3aTeM MOoj pa3MYHBIMHU IIPEIIOTAMH «HEBECTh» BBIMAHHBAIOT
JIeHbI'N (Ha JedeHHe, MOKYIKY MOOWIBHOTO TenedoHa, MpHOOpeTeHNne OMIETOB, OIUIAThl BH3BI U T.I.).
ITepermicka BesieTcs I7TaBHBIM 00pa30M CTyAeHTaMH JHHTBHCTHYecKIX BY30B.

HampaBieHHple JKepTBaMH JeHbIH IPECTYIHHKH IONy4aroT Ha MojAcTaBHBIX sl Ilocie
MOJTYYSHHS CPEICTB MepenucKa Mol pa3IHIHbBIMH MIPeIIoraMU peKpaniaeTcs.

«IIpnoOpeTeHne TOBapoOB H yCJIyT nocpeacTBoM cetu HATEpHET)

IIpn mokymke B HHTepHET-MarasHHax, Ipak[JaHe YacTO HEBHHUMATEIbHBI, YeM H IOJIb3YIOTCA
MomieHHUKH. OOBMHO cXeMa MOINEHHHYECTBAa BBITVISAHT TaK: co3Maércs callT-oJHOCTPAaHHYHHK, Ha
KOTOpPOM BBIKJIAIBIBAKOTCA TOBaphl OHOTO BH3YaJIbHOT O IPH3HAKA.

Ilera Ha TOBapbl OOBIYHO BechbMa IIPUBJICKAaTelIbHAS, HUKE CpeIHEPHIHOYHOI. OTCYICTBYIOT
OT3bIBBI, MUHIMaJIEH HHTepdelic, ykazaHbl CKy/JIHble KOHTAKTHBIE JJaHHbIe. Yallle Bcero Takue HHTEPHET-
MarasuHel paborator mo 100% mpenorvtate. Ilepemmcka o mnpHOOpeTeHHH TOBAapOB BeJeTCA C
HCII0JI30BaHHUEM 3JIEKTPOHHBIX ITOYTOBBIX SIIHKOB.

IIo nmoroBopeHHOCTH € HPOJABIIOM JIeHBI'HM IEPEYUCIIOTCS, KaK IIPaBHJIO, 3a IPaHUIY dYepes
«Western Union» Ha NMe€HA pa3INYHBIX JIFOJIEI, IOCIIe Yero MCeB0-IIPOJaBell ncuesaer.

«KpHK 0 moMoIIm»

Oj1H U3 caMBIX IIHHIYHBIX H paclpoCcTpaHEHHBIX CIIOCOO0B XUIEHUS JICHEKHBIX CPEJICTB.

B uHTepHeTe mogBIsSeTCs AyIIepa3Iuparolias HCTOpHS 0 O0opbOe MaJIeHBKOTO YelIOBeKa 3a JKU3Hb.
BpeMms maét Ha gacel. CpodHo HEoOXO MBI JOPOTHE JIeKapcTBa, ollepamus 3a rpanuneii u 1.1. IIpocar
OKa3aTh IIOMOIIb BceX HEePaBHOAYIIHBIX U MIEPEBECTH JeHbIN HA YKa3aHHbIE PEKBH3HTHI.

3/1ech BaXKHO MpekJie UeM IepeBOJUTh CBOM JeHBIH, MPOBEPUTh — HMEIOTCAd JH KOHTAKTHBIE
JTaHHBIE JUIS CBSA3H C pOJIUTEIIMU (pOICTBEHHIKAMH, OlleKyHaMH) pe6énka. [To3BoHITE UM, HAllUTe HX B
COIICeTsX, MOOoOIIaiTech H YOeIUTeCh B 4eCTHOCTH HaMepeHMUI.

«OummHAr)

SABngercs Haubollee oOmacHBIM M CaMBIM PacHpOCTPaHEHHBIM CIIOCOOOM MOIIEHHHYECTBA B
untepHeTe. CyTh 3aKIHOYASTCS B BBIMAHHBAHHH Y JKePTBBI IAapoJieil, MHH-K0/10B, HoMepoB H CVV-K010B.
CxeM, KOTOpbIe TOMOTAT MOIIICHHUKAM IIOJYYHTh HY/KHbIE CBEICHHS, 09€Hb MHOTO.

Tak, ¢ MOMOIIBIO CITAM-PACCHUIOK MOTEHITHAIBHBIM KePTBaM OTIIPABIIIIOTCSH IOJJIOKHBIE MHCHMa,
SKOOBI, OT UMEHH JIETAIBHBIX OpraHU3alltil, B KOTOPBIX JaHbl YKa3aHHS 3aiiTH Ha «caliT-IBOHHHK» TaKOT O
yapeKJIeHHS U MOATBePIUTh Iapoyi, MMH-KOJBI H JIPYT'YI0 HH(POPMAITHIO, HCIIOIB3YEMYIO BIIOCIEICTBHI
3JIOYMBINIUTIEHHUKAaMH JUIS KpaKu JICHEr CO cueTa KepTBhl. JI0CTaTOYHO pacHpOCTpaHEHHBIM SBIISETCS
MpeIIokeHne o paboTe 3a TpaHHIEH, YBeJOMIEHHe O BBIUTPHINIE B JIOTEpPEeH, a TakKKe COOOIIEHHA O
MOJTYyYeHHH HACIES/ICTRA.

«Hurepuiickue nucbMa

Taxke OJMH U3 CaMbIX PaclpOCTPaHEHHBIX BUIOB MONICHHHYECTBA, KOTJA JKEpTBa IOIydJaeT Ha
CBOIO IIOUTY MHCHMO O TOM, UTO SBJISETCA CYACTIMBBIM 00JIajiaTelieM MHOTOMHJUTHOHHOTO HaclleJCTBa.
3aTeM MONIEHHUKH IMPOCAT y MOJIydaTeNlIs MUchMa MOMOIIH B MHOTOMUJUTHOHHBIX JI€HEKHBIX OIepaIfisax
(momydeHHe HaclIe/ICTBa, IIEPeBOJI AeHeT U3 OJHOM CTpaHbl B APYTYIO), 00elas IpoIeHT OT CEIKH.

Ecnn nmoxydaTenb COTIaCHTCS YIacTBOBaTh, TO Y HETO MOCTEIIEHHO BHIMAHUBAIOTCSH JICHBIU SKOOBI
Ha OILIaTy cOOpOB, B3TOK YHHOBHHUKAM H T.II.

«bpokepcKHe KOHTOPBD»

C magana Tekymiero roga B HIIb Harepmona MBJI Poccun HaOmomaeTcs 3HaUUTEIBHBII POCT
KOJIM4YecTBa 0OpanieHuil Tpakaan, IoCTpagaBIIuX OT AeficTBHI OPOKEePCKUX KOHTOD.

B gactHOCTH MMeeTcs HHGOpPMAIUS O TaKUX HEJOOPOCOBECTHBIX OPOKEPCKHX KOMIIAHUAX, Kak:
«MXTrade» u «MMCIS».

[okyMeHT cosfiaH B anekTpoHHoi chopme. Ne 2-19-1386/2024 ot 22 .03.2024. Wcnonnutens: UINbWH Mapat Muxannosuy E REANSAPANC G
Ctpanuua 4 n3 22_ Ctpanuua cozfnaHa: 22 03.2024 12:52

OBAACTH



Jlis Toro, 4ToOBl He MOTEPSTh CBOU JEHBIH IPU BbIOOpe OpoKepcKoll KOMIAaHUH HeoOXOIIMO
oOpaniate BHHMaHHE Ha CIEAYIONIHE IPU3HAKH, KOTOPble XapaKTepH3YIOT KOMIAHHIO-MOIIEHHUKA!
oGerianie BHICOKUX IPOIEHTOB, OTCYTCTBHE PETHUCTpaIiy, oOemanie cTabiIbHON MPUOBLIN HOBHIKAM —
Tpeiliepam.

ITepen Tem, Kak JOBEPUTH CBOIl KalUTall, BHUMATEIbHO U3YyUHTe HE TOJIBKO HHTEPHET-PECYPCHI, HO
U opHIHATBHYI0 HHGOPMAITIIO 0 OpoKepe U ero perjaMeHT.

Baxno! IlomHHTe, 4TO HHBECTHpOBaHHE, IpeUlaraeMoe Ha YCIOBHAX OpoKepcKoil KOMITaHHH,
BCerJla SBJISIETCS BBICOKO PHUCKOBAaHHBIM JlaskKe MpH HaIUUUN Oe3yNMpedHOoil pemyTanmuu OpoKepcKoi
KOMITaHNH.

Cnoco0blI 3aIHTHI OT MOIIEHHUY€CTBA

Jlost Bo3BpaTa cpeicTB OaHKaMH KJIHEHTaM, KOTJa MOCIeJHIe CaMOCTOATEIbHO IIEPeBOIAT IEHBIH
ajepucTaM HJIN OTKPBIBAIOT UM JOCTYII K CBOEMY CUETY.

Ceifgac OaHKH MO 3aKOoHY «O HaIMOHAJIBHON IUIaTeKHOM cHcTeMe» He 00s3aHbl BO3BpallaTh
JIEHBI'H B 3THX ciydasx. baHk Poccuu BMecTe ¢ ydacTHHKaMH PBIHKA H 3KCIIEpTaMH IIpeJaaraeT BHECTH
H3MEHEHHS B 3aKOHOJIaTeIbCTBO, YTOOBI JIFOAM MOTIM pacCYUTHIBATH Ha BO3BPAT CPEJICTB Jake TOTJa,
KOTJIa HX 0OMaHYJIHI C IIOMOIIBIO COIUAIbHOI HHKSHEPHH.

bank Poccum Bemer 6a3y o ciIydasx U TONBITKaxX IepeBOjJia ISHEKHBIX cCpelcTB 0e3 coriaacus
KJIHEHTOB. B Hell akKyMyJIHpyrOTcS JaHHble H3 OaHKOB, B TOM WHCIE COJIEpiKarcs CBEISHHUS O
JIPOIMIEPCKUX CYeTaX, KOTOPhIE 3IOYMBIILUIEHHUKH HCIOJIB3YIOT UIS BBIBOJA MU CHSTHS IOXHINEHHBIX
CpPEJICTB.

MexaHH3M BO3MellleHH S TPaKIaHAM MOXUNIEHHBIX 3J10YMbINLIeHHNKAMH CPeJCTB

Ecnn GaHK-OTHpaBHUTENh MOAYYWI HHGopMaimio u3 6a3sl @uuHI[EPTa, HO He yden ee B CBOHX
Om3Hec-Tpolieccax M COBEPII TEepeBOJI Ha TakKoH cuUeT, To OH OynaeT o0s3aH BEpPHYTh KIHEHTY
MOXHINEHHYI0 CyMMY, Jake B CIydasX, KOIJIla XHINEHHE IPOH30IUIO C HCIOJb30BAHHEM METOI0B
COIHATBHON HHKEHEePHUI.

Kpome Ttoro, bank Poccum BHeIpsSieT Tak Ha3bIBaeMbIl <«IIE€PHOJ OXJIAKIEHHSI», Korja y
rpaxiaHnHa OyaeT Bpems o0qyMaThb M OILEHHTh COBepIIaeMble JeilcTBUSA. baHK-ILIaTenbIuK Oyaer
00s13aH Ha JiBa JIHS MPHOCTAHABINBATH 3aUHCICHUE JNEHET Ha CUeT, HH(pOopMaIlis 0 KOTOPOM COAEPKUTCS
B 0Oaze banka Poccunm. ®@opMaibHO OaHK He HapylIMT I[paBa JI0OpPOCOBECTHBIX TpakIaH H
3aKOHO/JIaTeIbCTBO, IIPHOCTAHABIINBAS [IEPEBO/I, MOCKOIBKY 10 3aKOHY IIEPEBO]I COBEPIIAETCA B CPOK JIO
TpeX pabouux jaHei

Kpome Toro, mpoBepsATh ONEpaluio Ha MPHU3HAKH MOIICHHHYECTBA JOKEH H OaHK-TOIydaTellb.
Ecin oH BHIOUT, YTO JEHBIH MEPEUHCIIIOT Ha CUeT, cojepialiiicss B 0aze perymsropa, To y OaHka
IOKHO OBITh MpaBO IMPUOCTAHABJINBATH JIOCTYN BiIaJelbll[a TAKOro cyYeTa K JHUCTAHIIHOHHOMY
obcmy;xuBanmo. To ecThb ModydaTedb MOMO3PHTEIBHOTO cUeTa HE CMOMKET cpa3y iKe VJIaJIeHHO
pacmopsiNThesl JIeHbraMH, IepeBeCTH HX Ha /o0o0il Jpyroil cuyer, 4To OOBIMHO cpa3y [elarT
MomeHHUKH. YToObl pa30IoKHpoBaTh 3Ty BO3MOKHOCTB, BIAJleNblly cCUeTa MPHIETCS NPHITH B
oTAeneHHe OaHKa ¢ MAacIOpPTOM, Ha UTO BPAI JH MOMHIYT Apormiepbl. B To ke BpeMs OyoyT coOJOIeHBI
Bce TpakKIaHCKHe TpaBa J00pOCOBECTHRIX OAHKOBCKHX KJIHUCHTOB.

bank Poccun moBeimaer TpeOoBaHHA K OaHKOBCKHM IIOIHCaM CTPaXxoOBaHHS OT MOIICHHUKOB,
9TOOBI B CTPaXOBKU OBUIH BKIIOUEHBI CIydal BO3BpaTa CPeJCTB IPH aTakaX COIMHATbHBIX HHKEHEPOB.
Peub 0 moOBIX caydasx, KOT/la KIIHEHT J0OpOBOIBHO MEPEeBOANT JACHBI'H MOIIEHHIKAM HIH PacKphIBaeT
uM OaHKOBCKHE CBEJIeHUs, TO €CTh MpH aTakax TeJe(OHHBIX MOIISHHHUKOB, OHJIAIH-MOIIEHHUKOB. Bee
BTH CIy4YaHl JO/KHBI BKIIOYAThCS B CTpaxoBoe MOKpbiTHe. IIpu 3TOM U3 MOKPHITHS IUIaHHpYeTCH
HCKJIFOYHTh CIy4ad, MO0 KOTOpPhIM OaHKH 00s3aHbI BO3MeENIaTh Cpe/ICTBAa KIHMEHTaM II0 3aKoHy «O
HAI[HOHAJIBHON IUIAaTEKHOM CHCTEMEe». JTO0 BCE CIydad, KOrjJa MOIIEHHHKH IOXUTHIIH CpPeJCTBa,
HCTIONB3Ys KaKHe-TO TeXHOJOTHIECKHE IPHEeMbl, HalpiuMep, 0e3 HemoCPeICTBEHHOr 0 yJacTHs Je0BeKa.

B okTa0pe 2023 roxa BCTYIIII B CHIIY 3aKOH 00 OIlepaTHBHOM B3aHMOJICHCTBHH Mexy BaHkoM
Poccun 1 MBJI. CoTpyIHHKH HMOJHITHH TOXYIIH qocTyl K 6a3se Oual[EPT, koTopas B CBOIO ouepeib
nmomnojHAeTcs cBeneHHmsMH oT MBJI. OTu gaHHBle moMoryTr OaHkaM 3(QdekTHBHee BecTH OOprOY C
MOIIIEHHUYECKNMH CITHCAHUSMHU CPEICTB ¢ DAHKOBCKHX KapT, B TOM UHCIIE C HCIOIb30BAaHHEM METOJ/10B
COIMATBHOI HHKeHepnu. PaHblle Py pacCMOTPEHHUH JIe]I 0 MOINIEHHIYECTBE MHOIO BPEMEHH YXOMIIIO
Ha 3alpochl JaHHBIX U MEPEMICKY MEXKIY MIPaBOOXpaHUTEIbHBIMH OpraHamMu U Oankamu. Ternepb 0OMeH
JAaHHBIMH OYJIeT MPOXOJIUTH OMEPATHBHOY.
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B crpykrype MBJ/I Poccumu co31aHO cCIIeUaIN3UpPOBaHHOE
mojipasjiefieHie — YHOpaB/jieHHe Mo 0opb0e ¢ MPOTHBONPABHBIM
HCHO0JIb30BAHHEM HH()OPMANHOHHO-KOMMYHHK AN HOHHBIX
TeXHOJIOTHH, COTPYJHHKAMH KOTOPOIO Ha IIOCTOSHHOH OCHOBE
IIPOBOJIUTCS MOHHTOPHUHT CHTYaIlHH.

B xone MOHHTOpHHTA CETH yCTaHABIHBAKOTCS VIHTEPHET CailTHl,
bopyMBl, 3aKpbIThie HaTbl, HCIONb3yeMble IS OpraHU3aluu U
peanu3aIi BeIIIeYKa3aHHBIX IPECTYITHBIX CXEM.

Ha wundopManmoHHOM pecypce JaHHOTO OpraHa MOKHO
MOIYYINTh HEOOXOAMMYIO METOANIECKYIO TIOMOIIh, a TAKKE COOOITUTH
0 3JIOYMBIIUIEHHHUKAX, pAacHpOCTPAHAIONINX 3alpelIeHHY WIn
JNECTPYKTHBHYIO HH()OPMAITITIO

Ha caiite 'Y MBJI Poccun mo r.Caukt-IlerepyOypry u
JleHHHTpaACKOH 00acTH pa3MeNIéH JOCTYIHBIN JUIS BOCHPHUATHS
TeMaTHYecKHil BHJE€0 KOHTEHT, COJepkKallHii KaK KOMIUIEKC
npodWIaKTUIECKHX Mep, TaK H  pa3bICHAIONUINI  CIIOCOOBI
MPOTHBOACHCTBHS  3JOyMBINUIeHHHKaM. OduruanpHBI  caiiT:
www.78. mvd.ru. AHaJIOTHYHbIE CTPAHUIIBI €CTh B COIHAJIBHON CETH
«BkonTakte», https://vk.com/spb_police u B  MecceHmKEpe
«Tenerpamy», r/ie pa3MeNIeHb! IUKIBI BHIE0-POIHKOB, CBS3aHHBIE CO
3BOHKAMH CO CTOPOHBI JHIl, IEHCTBYIOIIUX OT HMEHH CIyXO
Oe3ommacHocTH  OaHKOB, IIpHoOpeTeHHeM B ceTH IIHTepHeT
TYPUCTHYECKUX MYTeBOK H MPHOOpETEHHEM I Mpojjakeil TOBapoB U
YCIIYT Ha 3JIEKTPOHHBIX TOProBBIX IUTomankax (Asuro, FOma u ap.).

TENINED®OHHOE ! IOMHHTE 11!
MOLLEHHWMWYHECTBO He cymectByeT 100% MeTOAHK 3aIIHTHI

oT Te.ﬂec]mm{oro H HHTEpPpHET

3BOHAT 3 6aHkKa. NoBopAT 06 MOIIIEHHHYeCTBA.
yrpose Balumm AeHbkram Ha c4yeTe
MW NPOCAT nNnepeBpecT™ AgeHbIrv Ha

Apyron cyet. CnpawwsaioT Eciau Bl He vBepeHBI B IPABHJILHOCTH
AaHHblIe KapTbl. - -

CBOHX JeHCTBHH NIPH COMHHTEJIbHBIX
TeJ1e(hOHHBLIX KOHTAKTAX H HHTEepHeT-
NMoasoHuTe no TenedoHy, KOTOPbIA yKasaH Ha KOMMVHHKAIITHAX:

Baweil SaHKOBCKOW KapTe, cOTPYAHWMK G6aHkKa
NPOACHWUT CUTYyaumio

SBOHAT M COOBWIAIOT O BbLIMIPbLILIAX, 1) He oTBeuaiiTe Ha Hen3BeTcHble Bam
ISERFIIIN I,  IOBAFIMECIRLINMAL A 1 Y HOMepa Tejle(pOHHBIX BHI30BOB H
CMC(MMC) 3anpocoB;

L P e 2) He nepexoaure mo HeM3BeCTHBIM
S PR, D AR 2 DT R Bam HHTepHeT-CCBLIKAM H KOHTAKTaM;

3BOHAT M coobWalT, 4To 6NMU3IKURA "
yenoeek nonan e 6eay, NPOCAT 3) He moas3yiiTech HHTEpHET

nepesecT™ ™ OeHbrun.
COCIHHECHHEM, KoI'la OH Bam He HYKEH Ha

cMapT¢oHe H KOMIbIOTepe;

Cnpocute uma, GaMUIMIO 3BOHALLEro w»
Ha3aBaHWe OpPraHM3aunmn, KOTOPYI OH

HESROETRRRNET. 1D aMBUY NS Baarowtp. N 4) He nepenaBaiiTe H He ocTaBJIsfgeTe
nossoxuTe 6AusKoMy yenoeeky. Ecnu
[ anochk, Ccam Ha mTe
R b e, OF aemsbite 2070;'2,-, Gan CBOH NIepCOHAJIbHBIE JaHHbIC HA
001IIeIOCTYNHBIX pecypcax He IPOXOAHTe

SBOHOK, W EbIACHMTE, YTO CAYHWJIOCD.
COMHHTeEJIBbHBIX aHKeTHpﬂBaHHﬁ.
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