MpunoxeHue N 2

NHO®OPMALIMOHHAA NAMATKA ANA OBYYAIKOLWMNXCA ANA PASMELLEHUA HA O®PULINATIbHbBIX UHTEPHET -
PECYPCAX

C kaxxgblM roaom MOoAexu B MHTEepHEeTEe CTaHOBUTLCA Oonblue, a WKONMbHUKMA OQHM U3 CaMbIX aKTUBHbIX
nonb3oBaTenen PyHeTa. Memp,y TEéM, NOMNMO OrpoMHOro Kornmn4ecrtea BO3MOXHOCTEWN, WHTEPHET HECET U
I'IpOGJ'IeMbI. OTa namsTka AomkHa nomoyb Tebe 6e3onacHoO HaXOAUTLCS B CETU.

KOMMbIOTEPHbIE BUPYCbI

KoMnbloTepHbI BUPYC - 3TO pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpaMm, OTANYUTENBHON OCOBEHHOCTbLIO
KOTOpOW ABMSETCA CMOCOBHOCTL K pa3MHOXeHUI0. B fononHeHne Kk 3ToMy, BUPYCbl MOTYT NOBPeauUTb UIn
MOSTHOCTbLIO YHUYTOXUTb BCe (oaiinbl U AaHHbIE, MOAKOHTPOIbHbIE NOMb30BaTEN0, OT MMEHW KOTOPOTro
Obina 3anylleHa 3apaXeHHas nporpaMmma, a Takke NoBPeaUTb UMM AaXe YHUUTOXUTb OnepauyoHHYo
cucTeMy co Bcemu cparinamm B LenomM. B 6onbLUMHCTBE CnyYaeB pacnpoCTPaHsoTCS BUPYChl Yepes
WHTEPHET.

MeToab! 3aLmMTbl OT BPEAOHOCHBIX MPOorpamm:

1. icnonb3yi coBpeMEHHbIE OnepaLMoHHbIE CUCTEMbI, UMEIOLLNE CEPbE3HBbIN YPOBEHb 3alLUTbI OT
BPEAOHOCHbIX Mporpamm;

2. MocToAHHO ycTaHaBnNuBaw nayTh (LMpoBble 3annaTkv, KOTopble aBTOMaTUYECKN YCTaHaBNMBAKTCS C
Lenbio 4opaboTku nporpaMMbl) U Apyrne o6HOBMEHNA CBOEN OMepPaLoOHHON CUCTEMBI.

CkaymBan nx Tonbko ¢ oduumnanbHoro canta paspabotunka OC. Ecnu cyliecTByeT pexum
aBTOMAaTUYECKOro OOHOBIEHWS, BKIHOYM €rO0;

3. PaboTan Ha cBoeM KOMMbOTEPE Mo NpaBaMu Nonb3oBaTeNs, a He agMUHUCTpaTopa. JTO He
NO3BONUT GONbLUMHCTBY BPEAOHOCHbBIX NPOrpamMM UHCTaNMPoOBaTbCs Ha TBOEM NEPCOHANIbHOM
KOMMbIOTEPE;

4. Vlcnonb3yn aHTUBMPYCHbIE NPOrpamMMHbIe NPOAYKTbI U3BECTHbLIX NPOM3BOAUTENEN, C aBTOMATUYECKUM
obHoBneHuem 6as;

5. OrpaHnyb (hranyecknii 4OCTYN K KOMMbIOTEPY A58 MOCTOPOHHUX NNL;

6. Micnonb3yn BHELLIHME HOCUTENW MHAOPMAaLMK, Takne Kak doneLuka, AUCK unu dann u3 MHTepHeTa,
TONbKO U3 NPOBEPEHHbBIX NCTOYHUKOB;

7. He oTkpbiBan koMnbtoTepHble annbl, NOfydYeHHbIE U3 HEHAOEXHbIX UCTOYHMKOB. [axe Te dannsl,
KOTOpble Npucnasn TBOW 3HaKOMbIW. Jlyylle yTOYHM y HEero, oTnpaensan niv oH Tebe umx.

CETU WI-FI

Wi-Fi - 3TO He BuA nepefayn OaHHbIX, HE TEXHOMOrMS, a BCcero nuwb 6pena, mapka. Ewe B 1991
rogy Hugepnangckas komnaHusi 3apermctpupoana opeHg "WECA", uto o603Ha4yano crnoBocoveTaHue
"Wireless Fidelity", koTopbin nepeBoantca kak "6ecnpoBogHas TOWUHOCTL". [JO Hallero BpemeHun gowuna
apyras abbpeBuatypa, koTopas ABNSETCA Takol ke TexHonorven. Oto abbpesuartypa "Wi-Fi". Takoe
Ha3BaHMe ObINO OaHO C HaMeKOM Ha CTaHAapT BbICLIen 3BYkOBOM TexHuku Hi-Fi, uto B nepeoge
O3Ha4aeT "Bbicokasd TOYHOCTB". [a, OecnnaTtHblii MHTEPHET-4OCTYNn B kade, OoTensax M asponoprax
ABMNSIETCA OT/IMYHOM BO3MOXHOCTBIO BbIXOA4a B MHTEPHET. Ho MHorve akcnepTbl cCUMTalT, YTO
obwenoctynHble Wi-Fi ceTu He aBnsatoTca 6e3onacHbIMK.

CoBeTbl N0 6e3onacHOCTU paboThbl B obwenocTynHbix ceTax Wi-fi:

1. He nepepaBan cBOWO NUYHYO MHopMaumio Yepesd obwepoctynHble Wi-Fi cetn. PaboTtas B Hux,
XenaTtenbHO He BBOAWTb Naponuv JOCTyNa, NOrMHbI U Kakne-To HoMepa;

2. Vicnonb3yn n oBHOBMSN aHTMBMPYCHbIE MporpaMMbl U GpaHomMayep. TeM cambiM Tbl 06e3onacullb
cebs oT 3aKaykM BMpyCa Ha TBOE YCTPOMWCTBO;

3. Mpu ncnonb3oBaHun Wi-Fi otkntoun dyHkumio "O6wmn goctyn k davinam mn npuHtepam”. [daHHas
PYHKUMS 3aKpbiTa MO YMOIYaHWIO, OOHAKO HEKOTOpble MONb30BaTENM aKkTUBUPYKOT ee ansa yaobcrea
ncnonb3oBaHnsi B paboTe unm yyebe;

4. He wucnomb3yn nyonuunbin WI-FI gna nepegayn nudHbBIX OaHHbIX, Hanpumep Ans Bbixoda B
coumanbHble CETU UMW B AMEKTPOHHYIO MOYTY;

5. icnomnb3ywn Tonbko 3awuieHHoe coeguHeHmne vyepes HTTPS, a He HTTP, T.e. npu Habope Be6-agpeca
BBOAM MMeHHO "https:/";

6. B mobuneHom TenedoHe oTkmoun yHkumo "Mogkntoyernve k Wi-Fi aBTomatudeckun”. He gonyckan
aBTOMATUYECKOro NOAKITIOYEHUs ycTponcTaa Kk cetam Wi-Fi 6e3 1Boero cornacus.

COUMAIbHbBIE CETH

CounanbHble CeT akTUBHO BXOAAT B Hawy XW3Hb, MHOrme nwoaun pa60Ta+0T M XMBYT TaMm
NnocTosiHHO, a B Facebook YyXe 3apermctpupoBaH Munnnap 4YerioBek, 4YTo ABNAETCA OAHOWN ceabMoWn
BCEX XMUTenen nnaHeTbl. MHOrMe nonb3oBaTeny He NOHUMALOT, YTO I/IH(bOpMaLI,VIFI, pa3melieHHada nMn B
coumarnbHbIX CETSAX, MOXeT ObiTb HaMAeHa U UCMoNb30oBaHa KeM yrogHo, B TOM 4ucne He obsi3aTenbHO ¢
onarummn HaMepeHnaMun. OcHoBHbIe coBeThbl N0 6e30MacHOCTM B CoLMalbHbIX CETSX:



1. OrpaHun4db cnucok apy3en. Y Tebsi B Apy3bsiX HE JOIMKHO ObITb CriydaiHbIX U HE3HAKOMbIX FTIOLEN;

2. 3awwmuan cBOK YacTHYH XM3Hb. He ykasbiBan naponu, TenedoHsbl, agpeca, AaTy TBOEro poXAeHus u
OPYTIyI0 NMNYHYI0 MHGOPMaLMO. 3MOYMbILLNEHHUKA MOTYT UCMONb30BaTh Aaxe MH(OopMauulo O ToM, Kak
Tbl N TBOM POAUTENM NNaHMpyeTe NPOBECTU KAHWKYIbI;

3. Sawmuan cBot penyTauuio - OepXu ee B 4MCTOTe U 3agaBan cebe Bonpoc: xoTen Obl Tbl, YTOObI
Opyrve nonb3oBaTenu BWAENW, YTO Thl 3arpyxaewb? [Mogymaii, npexge 4em 4TO-TO onybnukoBaTb,
HanucaTb 1 3arpyauThb;

4. Ecnu Tbl roBopuvlb C NOAbMW, KOTOPLIX HE 3Haellb, HE MCMOMb3yl CBOE pearibHoe UMS U OpYyryto
NNYHYI0 MHCPOPMALMK: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. N3beran pasmelleHus cotorpacui B NHTepHeTe, roe Tbl M3006paxeH Ha MEeCTHOCTM, MO KOTOPOM
MOXHO ONpeaennTb TBOE MECTOMOMOXEHNE;

6. Mpu pernctpaumn B coumanbHON CeT HeobXOAMMO MCMONb30BaTh CMOXHbLIE Maporu, CocTosilme U3
OyKB 1 LMEP 1 C KONNYECTBOM 3HAKOB HE MeHee 8;

7. Ona coumnanbHOM CeTu, NoYTbl U OPYrMx CanToB HEOOXOAMMO MCMONb30BaTh pasHble naponu. Torga
ecnu Tebs B3nomaroT, TO 3MOYMbILLUIIEHHVKM NOMyYaT JOCTYN TONbKO K OAHOMY MECTY, a He BO BCe Cpasy.

ONEKTPOHHbLIE AEHLIUN

OnNEeKTPOHHbIE AEHbIN - 3TO O4YeHb YA0OHbIM cnocob nnaTexxen, 04HAKO CYLLECTBYHOT MOLLUEHHMKN,
KOTOpble XOTAT NOMy4YnTb 3TU AEHbIN. DNEKTPOHHbIE AEeHbIM NOSIBUNMCL COBCEM HEAaBHO Y MMEHHO M3-3a
3TOro BO MHOMMX FOCyAapcTBax 40 CUX MOP He NPOMMCcaHo NPo HMX B 3akoHax. B Poccum xe oHu
DYHKUMOHMPYIOT M O HUX YXXe NPONUCcaHo B 3aKOHe, rae UX pasaensioT Ha HECKOMNbKO BUAOB - aHOHUMHbIE
N HE aHOHUMHDbIE. PasHmu,a B TOM, YTO aHOHUMHbIE - 3TO T€, B KOTOPbIX pa3peLlaeTcda npoBoANTb
onepaunn oes VI,EleHTVICbVIKaLlVIVI nonb3oBaTensd, a B HEaHOHUMHbIX I/I,D,eHTI/I(*)I/IKaLI.I/IH noJib3oBaTtend
aBnsaeTca obssatenbHOW. Takke cnegyeT pasnuyaTtb 3NeKTPOHHbIe dnaTHbIe AeHbIM (paBHbI
rocygapCTBEHHbIM BanoTam) U 3MNeKTPOHHbIe HedonaTHbIE AeHbIN (He paBHbl roCy4apCTBEHHbIM
BantoTam).

OcHoBHble coBeTbl No 6e3onacHon paboTe C ANEKTPOHHbIMWU AEHbraMu:

1. MNpuBsKM K cHETY MOOUIbHBIN TeNedoH. 3To cambli yA0OHbIN 1 GbICTPLIM CNOco6 BOCCTaHOBUTL
[ocTyn K cyeTy. NpuBA3aHHbIN TenedoH NOMOXET, ecnin 3abyaeLlb CBOW NIaTEXHbIA Naposb Uin
3angellb Ha CanlT C HE3HAKOMOrO YCTPOWNCTBA;

2. Ncnonb3ay ogHopasoBble naponu. [locne nepexona Ha yCcuneHHyo aBTopmsaumio Tebe yxe He byaet
yrpoXaTb OMAaCHOCTb KPaXu UK Nepexsara NnaTeXXHoro napons;

3. Bbibepu crnoxHbin naponb. MNMpectynHukam OyaeT He NPOCTO yragaTb CNOXHbIA nNaposnb. HagexHble
naponu - 370 Naporu1, KOTOpble coaepXaT He MeHee 8 3HAKOB U BKIMOYalOT B ce0s1 CTPOYHbIE U
NponucHble BYKBbI, LM PbI N HECKONBbKO CUMBOJSIOB, Takne Kak 3Hak gonnapa, dyHTa, BOCKIMLaTENbHbIN
3Hak 1 T.n. Hanpumep, $tRONg!;

4. He BBOAM CBOM INMYHbIE JaHHbIE HA caiTax, KOTOPbIM HE AOBEpSELLb.

ANEKTPOHHASA NOYTA

OnekTpoHHas no4yta - 3TO TEXHONOMMs W MpefocTaBnseMble €l YCyrM No nepecbinke wu
MONYYEHNO JMNEKTPOHHbIX COOOLLEHU, KOTOpble pacrnpenenstoTcss B KoMnbioTepHon ceTu. OBblYHO
3MNEKTPOHHbIA MOYTOBLIN AWK BbIMMSAWT criegylowmm obpasom: UMA_nonb3oBaTens@umsa_aoMeHa.
Takke Kkpome nepegayvM NPOCTOro TEKCTa, MMEeeTCcs BO3MOXHOCTb nepedaBaTb dannbl. OCHOBHblE
coBeTbl Mo 6e3onacHon paboTe ¢ 3rEeKTPOHHON NOYTOMN:

1. Hago BbiOpaTb MpaBuUnbHbIA MOYTOBLIN CEPBUC. B MHTEpHETE eCcTb OrpoMHbIN BblIGOp GecnnaTHbIX
MOYTOBbIX CEPBUCOB, OOHAKO Ny4lle AOBEPATb TEM, KOO 3HaELLb U KTO NEPBbIA B PENTUHTE;

2. He wykaspiBan B J§MYHOM nNoO4YTE §WYHy0 uHopmauumio. Hanpumep, nydwe BbIGpaTth
"My3blkanbHbIN_aHaTt@" unm "pok2013" BmecTo "Tema13";

3. Wcnonb3yn p[ByxaTanHyilo aBTopu3auumo. OTO Korda MOMMMO Mapofis HyXXHO BBOAWUTb KOA,
npucbinaemsin no SMS;

4. Bblbepn crnoxHbin naponb. [Ong Kaxgoro MOYTOBOrO SLUMKA AOIMKEH ObiTb CBOWM HaAeXHbIN,
YCTONYMBBLIV K B3NIOMY Maporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CaMOMYy CBOW FIMYHBLIA BOMPOC, UCMOMb3yW 3Ty BO3MOXHOCTb; 6.
Mcnonb3yin HECKONBLKO MOYTOBLIX ALLMKOB. [1epBbin ANs YaCcTHOW Nepernucku ¢ agpecatamu, KOTOpbiM Thbl
JoBepsellb. JTO 3NEKTPOHHbIA agpec He Hado MCNoNb30BaTh NPW perncTpaunm Ha opymax u canTax;
7. He oTkpbiBan hannbl U gpyrye BNOXEHUA B MUCbMax, OaXe eCrnv OHWU MPULLINKU OT TBOUX ApYy3eW.
Jlyywe yTo4HM y HKX, OTNPaBNSAnn v oHn Tebe 3Tn dannel;

8. MNocne okoH4YaHWsi paboTbl HA MOYTOBOM CEPBUCE Mepen 3akpbiTUEM BKMNadkM C canTtoM He 3abyab
HaxaTb Ha "BbIiTn".

KnbepOynnuHr unu BupTyanbHoe u3geBaTenbcTBO



KnbepbynnuHr - npecnegoBaHve coobLLEHUAMY, CoAepXKallMMm OcKopbneHus, arpeccuto, 3anyrmBaHue;
XYyNUraHcTBO; coumanbHoe GOMKOTUPOBaHME C MOMOLLBI0 PasfWYHbIX UHTEpPHeT-cepBUCOB. OCHOBHbIE
coBeTbl N0 6opbbe ¢ KMbepOyNNUHIoM:

1. He Gpocarca B 6on. Jlydwmii cnocob: nocoBeToBaTbCs Kak cebs BeCTU W, eCrnvM HET TOro, K KoMy
MOXHO 00paTUTbCsl, TO BHavarne YCMNOKOWTbCA. Ecnm Tbl HayHelwb OTBeYaTb OCKOPOMEeHusAMU Ha
ockopbneHus, To ToMbKo eLle 6onblie pasoxokellb KOH(WKT;

2. YnpaBnsu cBoen kubeppenyTaumen;

3. AHOHMMHOCTb B ceT MHMMas. CyLLecTBYHOT Cnocobbl BbISICHUTb, KTO CTOMT 32 @HOHUMHbBIM aKKayHTOM;
4. He cTouT BECTV XynuraHckuin obpas BUPTyanbHOW Xu3Hu. VIHTepHET ouKCcMpyeT Bce TBOW AENACTBUA U
coxpaHsieT ux. YaanuTb ux OyaeT kpanHe 3aTpygHUTENbHO;

5. Cobnitogain cBoto BUPTYyarbHYH YECTb CMOSOAY;

6. UrHopupyin eanHuyHbIn Heratwue. OgHOPa30Bble OCKOPOUTENbHbIE COOBLLEHNS NyYlle UFHOPMPOBATb.
O6bIYHO arpeccusi NpekpaLlaeTcs Ha HavyanbHOW CTaauu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU COOOLLEHMSMU, B COLMANbHbIX CETAX €CTb
BO3MOXHOCTb OMOKMPOBKM OTNPaBKN COOBLLIEHNI C ONpeaeneHHbIX aapecos.;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. TBou AeNCTBUA: BbICTYNUTL NPOTMB NpecrefoBaTtens, nokasaTtb
emMy, 4YTO ero AeNCTBUSI OLLEHNBAIOTCA HEraTUBHO, NOAAEPKaTb XKEPTBY, KOTOPOW HY>KHa Ncuxornornyeckas
MOMOLLIb, COOBLLUTL B3POCNbIM O DaKTe arpecCMBHOMO NOBEAEHUS B CETU.

MOBWIbHbIA TENE®OH

CoBpeMeHHble cMapTdOHbl U NnaHweTbl cogepxaT B cebe BMNOMHe B3pOCIbIA (hyHKUMOHAr, U
Tenepb OHWM MOryT KOHKypupoBaTb CO CTaLUMOHapHbIMU KOMMNbOTEPAMMW. Op,HaKO, cpencTtB 3alunTbl ana
Nogo6HbIX YCTPONCTB NOKa OYeHb Mano. TecTupoBaHME U MOUCK YSA3BUMOCTEN B HUX MPOUCXOLUT HE Tak
NMHTEHCMBHO, kak aAns MK, To xxe camoe kacaeTcst n MOBUNbHbBIX NpunoxeHun. CoBpeMeHHble MOOUIbHbIE
Opay3epbl yXXe NpakTU4ecKku OorHanM HacTorbHble aHanorn, O4HaKo pacluMpeHne yHKUMoHana Breyet
3a cobon GoMbLUYHO CNOXHOCTb M MEHbLUYH 3aLMLWLEHHOCTb. [laneko He Bce Npou3BOAUTENN BbIMyCKaoT
O6HOBJ‘IeHVI$|, 3akpbiBawWne Kputnyeckme yAa3BMMOCTU OndA CBOUX yCTpOI7ICTB. OcHOBHblEe cOBeTbl and
BesonacHocTn MOBUnbHOro TenegoHa:

Huyero He saBnsetcs no-Hactosiwemy OGecnnatHeiM. Byab ocTopoxeH, Bedb korgoa Tebe
npegnaraoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbI KaKMe-TO nnaTHbIe YCnyruy;

HOyman, npexge yem otnpasute SMS, doTo mnu BMaeo. Tbl TOYHO 3Haelwb, rge oHu GyayTt B
KOHEeYHOM utore?

Heobxoammo o6HOBMSATL ONEPALIMOHHYHO CUCTEMY TBOEro CMapTdOHa;

Mcnonb3yn aHTMBUPYCHbIE NporpamMmMbl ANg MOGUNbHbLIX TeNedoHOB;

He 3arpyxai npunoxeHust OT HEM3BECTHOIO UCTOYHUKA, BEOb OHM MOryT codepaTb BpegoHOCHOe
nporpaMMHoe obecneyeHue;

Mocne Toro kak Tbl BblAEWb C canTa, rae BBOAWM JIMYHY0 WMHOpMauuio, 3aian B HACTPOMKK
Opaysepa u yganu cookies;

Meprognyeckn npoBepsn, KakMe nnaTtHble YCnyrn akTMBUMpOBaHbl HA TBOEM Homepe; [laBan cBow
HOMep MOBUNBHOrO TenedoHa TONMbKO NAAM, KOTOPbIX Thl 3HAELLb 1 KOMY OOBEpSiELLb;

Bluetooth gormkeH ObITb BbIKMOYEH, KOrga Tbl UM He Morb3yellbesi. He 3abbiBan NpoBepATh 3TO.

Online urpbl

CoBpeMeHHble OHMaMH-Urpbl - 3TO KpPacOo4Hble, 3axBaTbiBalOLME pa3BrievyeHUs, 00begnNHAOWME COTHU
TbiCAY YenoBek Mo Bcemy Mupy. Urpokm uccrnegytoT AaHHbIA MM Mup, obLlialoTca Apyr C OpYyrom,
BbIMOMHSAIOT 3afaHusi, CpaXKaloTCsd C MOHCTpamMu M MOfy4valT OonbiT. 3a Y4OBOMLCTBME OHW MMATAT:
MoKynawT OAUCK, onnlavymBaloT aboHeMEHT nnu npuobpeTaroT Kakne-To onumun. Bce aTn cpegctea nayT Ha
noadepkaHne n pasBUTME WIpbl, @ Tawke Ha camy 0e30MacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMBI
aBTOpM3auuK, BbIMYCKalOTCA HOBble naTtum (LMdpoBble 3annaTkM ANs nporpamm), 3akpbiBaloTCH
YyS13BUMOCTU CepBEPOB. B nogobHbIX nrpax CTOUT onacaTbCsA HE CTOMBbKO CBOUX COMEPHUMKOB, CKOJIbKO
Kpakm TBOEro napornsi, Ha KOTOPOM OCHOBaHa cucTeMa aBTopu3auum GonblumnHcTBa urp. OCHOBHble
COBETbI MO 6e30MacHOCTM TBOEIO UIPOBOMO akkayHTa:

1. Ecnun gpyron urpok Beget cebs nnoxo unu cosgaeTt tebe HenpusATHOCTU, 3abrnoKupyn ero B CMCKe
UrPOKOB;

2. Moxanynca agMMHUCTpaToOpaM Urpbl Ha NNOX0e MOBEAEHME 3TOT0 UIpoKa, XXenaTenbHO MPUIOXNUTb
Kakue-TO JoKasaTeslbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nu4Hy0 nHopmarmio B npodanne urphbl;

4. YBaxan apyrux y4acTHUKOB NO Urpe;

5. He yctaHaBnuBan HeouumnaneHble NaTtyn n Moabl;

6. Micnonb3yn CrioxHble 1 pasHble Naponu;

7. Oaxe BO BpeMsi Urpbl HE CTOWUT OTKMHOYATb aHTMBMPYC. [MoKka Tbl Mrpaellb, TBOW KOMMbIOTEP MOIyT
3apasuThb.

PULINHT Unu Kpaxa NMUYHbIX OaHHbIX



OO6bIYHONM Kpaxen AeHer U AOKYMEHTOB CEroHs yXke HMKOro He yaAMBULLb, HO C Pa3BUTUEM UHTEPHET-
TEXHOMOMMIA 3NOYMbILLNEHHUKN NEPEMECTUITUCE B MHTEPHET, U MPOAOIDKAT 3aHMMaTbes "niobrmMbim”
aenom.

Tak nosiBunack HoBas yrposa: UHTEPHET-MOLLUEHHUYECTBa NN OULLIMHT, FMaBHas Lenb KOTOPOro COCTOUT
B NONy4YeHUN KOHPUAEHUMANbHbLIX AaHHbIX Nonb3oBaTemnen - NOrMHOB U Naponen. Ha aHrnuinckom asbike
phishing uutaetcs kak douvwmHr (ot fishing - ppibHasa nosns, password - naponk). OCHOBHbIE COBETbLI MO
6opbbe ¢ purLLMHIOM:

1. Cnegwm 3a cBoMM akkayHTOM. Ecniv Tbl nogo3peBaellb, YTO TBOsI aHkeTa Oblna B3noMaHa, 10
HeobxoanMO 3abnoKMpPoBaTh ee U COOOLLMTL aAMMHUCTPATOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Vcnonb3yw 6e3onacHble Be6-canTbl, B TOM YMCIE, MHTEPHET-Mara3vHOB 1 MOMCKOBbLIX CUCTEM; 3.
Vcnonb3yw crnoxHble 1 pa3Hble naponu. Takum obpa3oM, ecnu Tebsi B3NOMatoT, TO 3M0YMbILLITEHHMKM
nony4aT AOCTYM TOMNbKO K OQHOMY TBOEMY NPOdUmo B CETU, a HE KO BCEM;

4. Ecnn Tebs Banomarnu, To HeobxoaMmMo npeaynpeavTb BCEX CBOMX 3HAKOMBbIX, KOTOpble fobaBneHb y
Tebs1 B Apy3bsX, O TOM, 4TO Tebs B3nomanu u, BO3MOXHO, OT TBOEro MMeHn ByaeT paccbinarbesi cnam u
CCbIfKN Ha PULLNHIOBbIE CaWThI;

5. YctaHoBu HagexHbIi naponb (PIN) Ha MOGUNbHBIN TenedoH;

6. OTknoum coxpaHeHue napons B 6pay3epe;

7. He oTkpbIBan channbl n gpyrue BNOXeEHUs B NMCbMax, AaXKe eCr OHU NPULLAK OT TBOWUX ApY3en.
Jlyyiie yTouHM y HUX, OTNpaBnsAny nu oHn Tebe atn danneol.

LUucposas penyTauus

Lindposas penytaums - 3T0 HeraTuBHasa Unu No3MTUBHas MHopmMaLuus B ceTn o Tebe.
KomnpomeTupytowwas nicpopmanusi, pasmeLLeHHas B MHTEPHETE, MOXET Cepbe3HbiM 06pasom
OTPasnTbCS Ha TBOeW peanbHOW Xu3HW. "Lindposasa penytaumsa” - aTo TBOW MMUAXK, KOTOPbIN
dhopmupyeTcsa us nHpopmauum o Tebe B UHTEpHETE. TBOE MECTO XUTENLCTBA, y4ebbl, TBOE (hrHaHCOBOE
nonoXxeHne, oCOBEHHOCTN XapakTepa M pacckasbl 0 6IM3KMX - BCe 3TO HakannueaeTcs B ceTu. MHorue
NOAPOCTKN NErkOMbICIIEHHO OTHOCATCS K NyGnukauum nnyHon nHpopmauum B UHTepHeTe, He NnoHumas
BO3MOXHbIX MOCNeacTBuin. Thbl Aa)ke HE CMOXeELLb [0orafgaTtbCcs 0 TOM, YTo poTorpadus, pasmeLleHHas 5
neT Hasapf, crtana npuYnHON OTKasa NpPUHATbL TebA Ha paboTy. KoMmeHTapuu, pasmMeLleHne TBoux
doTorpadmn n gpyrme OENCTBUA MOTYT HE NCHE3HYTb Aa)Ke NOocre Toro, kak Thl UX yaanuwb. Tbl HE
3Haellb, KTO COXpaHun 3Ty MHopMaumio, nonana v oHa B NMOMCKOBbIE CUCTEMbI 1 COXPaHUach fim OHa,
a rmaBHoOE: YTO NoayMaloT o Tebe okpyXKaroLme NMoan, KOTopble HakayT U yBUAAT 3To. Hantu
NMHOpPMaLIMIO MHOTO NET CNYCTA CMOXET 060N - Kak 13 JoBpbIX NOBYXOEHUI, TaK U C HAMEPEHUEM
NPUYMHUTE Bpeq. OTO MOXeT ObiTb KTO yrogHo. OCHOBHbIE COBETbI MO 3alLmTe LMGPOBOM penyTauuu:

1. Moagymain, npexage 4Yem 4To-To NybnunkoBaTtb 1 nepedaBaTth y cebsa B 6rore unu B coumanbHOM ceTu;

2. B HacTpoiikax npodunsi yCTaHOBM OrpaHUYeHnst Ha NPOCMOTP TBOEro Npoduns n ero CoOaepXXmmoro,
caenan ero Tonbko "ons apysen”;

3. He pasmeluai 1 He ykasbiBan MHOpPMaLMO, KOTopast MOXET KOro-nnbo ockopbnsaTtb nnu obuxatb.

ABTOpCKOe npaso

CoBpeMeHHbI€e LIKOSbHUKN - aKTUBHbIE Nofb3oBaTenu LmgpoBoro npoctpaHcTea. OgHako ganeko He Bce
3HaloT, YTO NOMb30BAHNE MHOTVMW BO3MOXHOCTAMU LIMGPOBOro Mmpa TpebyeT cobntogeHns npas Ha
WHTENMEeKTyanbHy0 CO6CTBEHHOCTb.

TepMuH "nHTEnnekTyanbHast COGCTBEHHOCTL" OTHOCUTCS K pa3fiMiyHbIM TBOPEHUSAM YENOBEYECKOTO YMa,
Ha4YMHas C HOBbIX N300peTEHU 1 3HaKOB, 0603HaYaloLWMX COBCTBEHHOCTb Ha NPOAYKTHI U YCAYTX, U
3aKaH4MBasi KHUramu, potorpadmsiMm, KMHOUIbMamMn U My3blKanbHbIMW NPOu3BeaeHnsaMU. ABTOPCKME
npa.a - 9TO NpaBa Ha MHTENNEKTyarnbHYy COOCTBEHHOCTb Ha NPOU3BEAEHUS HAYKW, NUTEPaTypbl U
nckycctea. ABTOPCKME NpaBa BbICTYNAT B KAYECTBE rapaHTUM TOro, YTO UHTENNEKTYarnbHbIA/ TBOPYECKNI
TpyZ4 aBTOpa He Oy4eT HanpacHbIM, JACT eMy CNpaBeanvBble BO3MOXHOCTM 3apaboTaTb Ha pesynbratax
CBOEro Tpyaa, Nony4YnTb N3BECTHOCTb M Npu3HaHue. HUKTo 6e3 paspelueHus aBTopa He MOXET
BOCMPOM3BOANTb €ro Npon3BeaeHne, pacnpocTpaHaTb, NyOIMYHO AEMOHCTPUPOBAThL, NpogaBaTh,
MMMNOPTUPOBAaTb, MycKaTb B MpoKaT, Ny6IMYHO MCMONHATL, NOKa3bIBATL/UCMONMHATL B 3dMpe Unm
pa3mellaTtb B MIHTepHeTe. cnonb3oBaHue "nmpaTckoro” nporpammMHOro obecnevyeHmst MOXeT NPUBECTU K
MHOIMM pUCKaM: OT NOTEPU AaHHbIX K TBOUM akkayHTam 4O GNOKMPOBKM TBOErO YyCTPOWCTBA, rae
yCTaHOBIEHa HeneranbHas nporpaMmmMa. He ctout Takke 3abbiBaTb, YTO CyLLECTBYIOT fleranbHble U
GecnnaTHble NporpamMMbl, KOTOPbIE MOXHO HaWTU B CETU.

O nopTane

CeTeBUYOK.ph - TBOM rMaBHbIA COBETYMK B CETU. 3A4ECH Tbl MOXELLb Y3HATb O

6e30nacHOCTM B CETU NOHATHLIM U AOCTYMNHbIM A3bIKOM, @ NPU BO3HUKHOBEHUN
KPUTMYECKON CUTyaumm obpaTtnTbCs 3a COBETOM. A TakkKe NPUHATbL y4acTue B

KOHKypcax 1 ctaTb caMbIiM UMJPOBLIM rpaxgaHuHom!



